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1
Decision/action requested

This pCR introduces a new key issue to eV2X SI TR 33.836.
2         References

[1]
 TR 33.836

3
Rationale

This contribution proposes a new key issue on security for multi-USIM communication over Uu and PC5. The justification is given in the proposed text below.

4
Detailed proposal

*************** Start of Change ****************

5. X
Key Issue #X: Security for multi-USIM communication over UU and PC5

5.X.1
Key issue details

Many commercially deployed devices support more than one USIM card (typically two). Multi-USIM devices typically address the following two use cases:

1)
The user has both a personal and a business subscription and wishes to use them both from the same device. This use case has become popular with the BYOD initiatives in the enterprise world.

2)
The user has multiple personal subscriptions and chooses which one to use based on the selected service (e.g. use one individual subscription and one “family circle” plan).

For cost efficiency reasons, a multi-USIM device implementation typically uses common radio and baseband components that are shared among the multiple USIMs, which can lead to several issues that impact the 3GPP system performance.

Additionally, for eV2X UE, potential security impact comes from multi-USIM communication over NR PC5.

5.X.2
Security threats
If the eV2X UE is actively communication with USIM A and communicating with other UEs over PC5, when the eV2X UE needs to perform some signalling activity in the second system, the UE may need to stop the current activity in the first system. In the absence of any procedure for suspension of the ongoing activity, the UE has to autonomously release PC5 connection and abruptly leave. This is likely to be interpreted as an error case by the first system and has the potential to distort the statistics in the first system, and misguide the algorithms that rely on them.
Moreover, security policy on Uu and PC5 in first system and second system may be different, the attacker may perform some attacking methods to trigger the system and communication mode switch for user data attack
5.X.3
Potential security requirements

TBD

*************** End of Change ****************

